UL =zS42| ofsh A
AbSHG] & 2dHio}
e ™ Lk H T O L.

PR /O X A | 2| Ml E

2018 YAFHHENT|E 2R HEHEA
B 0| H| ZME| Cf2E
2018.12.12(2)



'5G 39|0| ZiaOf..

ZMu|=  2HE T[X}

o= 2018.09.04 08:03

9l0] SHAFOICE 7| E MED &

-
g L8
HEQ SA EEY 22 RF0| BRHECE 2o Ol Q11, FF4F HH|E 7|2 U0 2o 8L 20t

SKEYE HES0| ME BT HEE=e] 3 HS00M 56 547 455
HI-E5h= 2. SKE2E HE
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SAC XS M Al: Symmetric vs. Asymmetric

RSA: exp((f/—ﬁga—l—ﬂ[l)) {mn)-—i{mmﬁ) < =g oy YnS =N

S /17| H| 27|

L

|
B E = RoE

» RSA1024/2048:
- If you can solve RSA1024 in 10 seconds, it takes 1200 years to solve RSA2048.

. XA 5Ok Nol

2018-12-12 GIST, BS Ham, == 0| H| = MIE



OH

JH7|Y = HOE NP complexity

BQP: Bounded—grror Quantum .Polynomlal time EXAMPLE PROBLEMS
NP: Nondeterministic Polynomial time
| n X nchess
PSPACE n>nGo
Box packing A

Map coloring
Traveling salesman
n X n Sudoku

NP- -
complete

Efficiently solved NP Graph isomorphism

by quantum
computer

Factoring
! Discrete logarithm

------------------------------------

Graph connectivity
Testing if a number

is a prime
Matchmaking
I
Efficiently solved by
CIaSSicaI Computer g, .
:Easy to =

0
--------------------------------------------

2018-12-12 GIST, BS Ham, &% 0| - H| =AIE 6



SAC XS M A|: Symmetric vs. Asymmetric

_.._._

Symimetric key

Plaintext Clﬂ-hE‘fTEFI
Encryption Algcrithm
[ =]
H E L L 0 meszage
TOHY 4 (E) 11 (L) 11 €L) 14 (0) message
+23 (%) 12 (W) 2 (C) 10 (K] 11 (L) key
=40 15 T3 21 ik MESSade T RKEY
= 4 (E) 160(0Q) 13 (W) 21 (V] 25 (Z) (nessage + kev) mod 26
[E 0 N Y 7 — ciphertext ]
E ] N Y L ciphertext
4B 16 (o) 13 M) 21 0V 25 (71 ciphertext
- 23| 12 () 2(C) 10 (K) 11 (L) key
=-19 4 1 17 14 ciphertext - key
= TUHY A CEY TP L] 11 €LY 14 (0) ciphertext - key (mod 26)
[H E L L 0 — nessage
2018-12-12 GIST, BS Ham

Symimetric key

CipherText

— £0

15

—p PlainText

Decrypticon Algorithm

[==2]
¢ One-Time-Pad (OTP)
- @=27| Z0|= AT G|O|E{Qf Z OO ST}
- 27| T oA AFESHOF SO
e OIS F| HU= o{ A St #HOlIJ}?
Vs
UX A2 7| ZHl
, ZF O . H|=AH 7




U1t = 7| 28I (QKD) 7H &

- S =(QKD)

1. BB&4 X
2. B92 “S St Symmetric Key
3 E91 e AR \2,\/ ........................................................ ‘
:.’ 9( é v & °‘.“
4. cv Eve
5 i A HEM
Alice : // Bob

LR o
R o
------------------------------------------------------------------------------------------------------------------------

« YUz BFXUH HOE AXFsto| FH|FE7Hno cloning) &2
E X &7t 2|: Wootters and Zurek, "A single photon cannot be cloned,” Nature 299, 802-803 (1982).
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SH=7t &2]: no cloning theorem

. =R

o
A}
[0
It

\ Unknown nonorthogonal quantum states
satisfying commutation relationship

o« =X-
= o
- DE(CIX|Y/otg ) ARH | |
- YXf(quantum): BHEX < 2318 M 2 2|: [X, px] = ih (Non commuting)

1. Quantum: nonorthogonal(H| 2l i) states
2. Classical: orthogonal(Z! 1) states

SRS E = SAZ) S 7oL

2018-12-12 GIST, BS Ham, == 0| H| = MIE



dEO|ED 227448 0| E 78

=24’d 0| &: canonical commutation ZtAE PHESHE FE2|M+ F /1S SILIE H
2ol 5740t ot CHZ otLte O 23820 538 E
ex: (Ax)(Ap) = g
\2
1
A E 2 1]: Shannon?| &0 7|9t HEHO|E
- H(X) = — XL, P(x)log[P(x;)] S, s
- Perfect randomness: No information 3
A
““““““ SECR DY -
:I'I'T'__§7|' S 0 Pr(%5= . 1
p }
.. N
o OffA:
= A28 MEJECH= £o2 M, 2HF 0.5= 0 O|Ato] MET| QiCt= =,

-
o
- 3t
=X,
- 3}

-

= =
L2 (H)0| &Cte 242 §
S 09 90| ACIHEE =8It & QHRHCISL| pure state.

2018-12-12 GIST, BS Ham, &3 O| - H|=MIE 10



s10| piz QKD
‘ Alicel Bob
SN Z =
Eve (XX
Alice (BMX) — ve (2%
Basis(7|X]): + Basis(7|M): X
T - 7 N
0 1 1 0 05 05
1 R 0 1 0.5 05
0 / 05 05 1 0
1 N 05 0.5 0 1
R
=284 |2 QKD (BB&4)
I +
(Ap) e X
\ J
2018-12-12
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BB84

0
" Diagonal
detector
Bit | Polarization Pularizi
value slgte I:mamq:lr}z'rtltlgr 71
Hamm
[ [
B T oo Hosr == Polarizing .
B Quantum channel !
2 0 » . beam splitter
N i PO B,
: 1|2t e f
%‘__ Optical Random
= 0 T switch number
qgenerator & Rectilinear
0  detecor
ALICE sends photons ~ S = t t 7 X 1
ol
E 5 ALIE random bits 0 1 0 1 1 1 0 1
EEE BOB's datection awents ¢ S N A AN K
= BOE' detected bit vakies 1 1 0 1 1 1 0 0
BOBtells ALICE thebesis choices hemade 4, BT % . W W W W
2 B g Red Diag Diag Rect Diag Diag Diag Diag
2 BE AL tells BOBwhichbits to keep v v VY
T2 em BOS sharad sifted key - _ 1 _ 1 0 -

2018-12-12 GIST, BS Ham, Z+Z= 0| H| = MIEf 12



H| 28 vs. TEZ7HS
[P ] [ ]
- QKD (BB84) . SHEX|Y|
4 O
=284 e QKD (BB34) e
(Ax) + « HEZTH: FE2=7Hd(indistinguishability)
(Ap) X path A
o /
CIEImEE) ’
[ ] >
SEUY HOt = TREI(DELY)
2018-12-12 GIST, BS Ham, ZZ= 0| H| = MIEf 13



g Helof 7|Z=gtLt.

%
k. Ol0] 7t A|Qh HER 4 QKDZF S 0] UL

1L

=1
(=)

1

AHH BE AEAM SH =7t

Q
A

7}

ujn

10
ol
LHo

=
wd

m
#0

3
104

H |___|-:

A

e
[e]
A

Hots Al

_l

S
ax

_|

7
—

T

_l

S
ax

X
(B

.l

o

=

o2 cj

X

=
=

Al

=
=

C}.
(BS Ham, arXiv:1807.04233; 1807.08126)

.|

—_
o

=

=

™ EX| 7] & &

DHHN ZH =7t
- A(Young)Q| Of

- =
o
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AxIAS 7| 2Hi 2| SAM St
o G| YA 2Ol oA
1. Mot A=7| > =7 &8 > FExdH B2 E7H
2. Ao BNz A ME =7t
3. D% %2 7| 2H2(QBR): <Mbps (10 km M&HE|); OTP 27}
4. Ct5 HESRZ otA: Cr53 e SAtE 2
 BB84 AYXA 2o MEIIsA
- 7|E RSAELCH HOorZ ozl TH2| LY HEOtA|AH X E
Xl s
- X S/ REMELN HERALR} 2etltsotH AL ™E&A =210
= 7| 287} 7tst 2 KA =
iyt e gsil
o EMEA
.+ Zax
et AL F98 |- d3xs
e JoT
o HOIXtSXt
B
2018-12-12
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SAEEZOF X|&: AT = At

* == Quantum Information Center (10 2)
« 9&: Quantum flagship (10H 1.2Zx2i/10)
« O]=: DARPA(2012); IRAPA (2017), 10Gbps for >1,000km

IBM/NASA/Google/MS 5 (Atdx|) 1 logic qubit
o FHLtCE 2= FCHSH(Inst. Quantum Computing, 2002E 2H=E 30 W=7,
509 R, 125F obd)
o M7tmE: ATLECHS) (Center for Quantum Tech, 1008 A EIl, 20091 21/ ¢1)
o Y|E2tE: DelftC{2H(QuTech; Quantum internet = i)
o« A= Q Tech. Hub(3509 &/54; quantum comm.)

o=

- AEAHE, 70 I 0bA| Ci=

- 7|2 QXFRY, SKT AAA|Q1(2015~2019, 1502 91 /414)
- 7| 2 (1K2E), SR E F /AR AXE2019~, 950 & O A
- 7| 2 2K2), SRS A0 EFEH|S)

2018-12-12 GIST, BS Ham, Z+Z= 0| H| = MIE 16
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[ UXPH AT A ]

(Institute for Quantum Information)

--------------------------------------
v, - .
------------------------------------

UXIHREIME | [ xtEAAME
(Center for Quantum ComputingJ L(Center for Q. Communications)

-~ ~

[ oA ) (2h:
1 YXHEH
2. OFX}OIE|T| O] A(QXHE| T EY: 10G/1,000km) ,
3. OEXFOIE(SM: 10G/1000km), BM, ZE, © =, L]

_______________________________________________________________________________________________________________
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AVSH] A A : R OH(E A /HI K| AHQT)

- =1 L— — L—

AAHE0F (IDQ HIF 2:

- ps pulsed laser

- Quantum correlation analysis software
- MZI phase stabilizer (MZI: Mach Zehnder Interferometer)
- MZI phase controller

- MZI channel analysis software

- Photon counter

- Random number generator

- Optical switch/MUX/DeMUX etc.

- AWG

- Fiber connectors, splitters, etc.

- Fiber, multicore single mode

- Laser controller

- QKD simulation software

- Network analyzer

- EeHH|/RE UN

- Transponders

- Fast photodiodes

- etc

2018-12-12 GIST, BS Ham, &3 O| H|=MIH
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